Information systems security remains high on the list of key issues facing information systems executives. Traditional concerns range from forced entry into computer and storage rooms to destruction by fire, earthquake, flood, and hurricane. Recent attention focuses on protecting information systems and data from accidental or intentional unauthorized access, disclosure, modification, or destruction. The consequences of these events can range from degraded or disrupted service to customers to corporate failure. This article reports on a study investigating MIS executives' concern about a variety of threats. A relatively new threat, computer viruses, was found to be a particular concern. The results highlight a gap between the use of modern technology and the understanding of the security implications inherent in Its use. Many of responding information systems managers have migrated their organizations into the highly interconnected environment of modern technology but continue to view threats from a perspective of a pre-connectivity era. They expose their firms to unfamiliar risks of which they are unaware, refuse to acknowledge, or are often poorly equipped to manage.
Considerably less information is available regarding information systems management's perspective on specific risks. We investigated MIS executives' concern for 12 threats, including a new and special threat, computer viruses. We also evaluated MIS executives' perception of threats for microcomputer, mainframe computer, and network environments. This article reports our results.
Evoiution of Computer Security
Security once meant safe storage of materials, equipment, and money. Today the primary threat is to corporate data. The computing environment was historically controlled by a few knowledgeable professionals in a centralized batch processing mode. Physical security was of paramount importance. Today, almost unlimited access by a large, knowledgeable community of end users from desktop, dial-in, and network facilities creates a new and extremely vulnerable environment. The threats to data and system security inciude natural and man-made disasters, errors by loyal employees, and the overt acts of competitors, hackers, and creators of computer viruses. The resuits of and reactions to the Hinsdale fire. Hurricane Hugo, the San Francisco earthquake, the Chicago flood, the Internet worm, and the arrest of a national hacker ring reinforce these concerns and underline the seriousness of the situation.
We watched on television the awesome force of Hurricane Hugo as it destroyed power and telecommunications iines, equipment, homes and businesses. In Hinsdaie, Illinois, many residents and organizations remember the fire that left them without telephone service for days, weeks, and even months. The San Francisco earthquake began by shaking the stands at Candlestick Park and ended tumbling buildings, bridges, and power transmission facilities. The muddy flood waters in Chicago reminded us that computer rooms are much too important for organizations to be located in basements and other low-lying areas. When Robert Morris planted a worm in the internet networks he apparently did not mean to halt the productive work of thousands of computers and its attached networks, but it happened. And finally, hackers, whether they are out for a joy ride on your network or intend to steai processing and network paths or destroy data, continue to do their devilish deeds. We doubt the artist Michelangelo ever envisioned the anniversary of his birth being used as an excuse to overtly attempt to destroy aii of the data on as many small computers as inhumaniy possible.
"The ultimate aim of any computer security poiicy must be to protect the integrity, availability, and confidentiaiity of the electronic data held within the system" (Smith, 1989) . We protect our systems and data from the risk of change or destruction, a risk due to the presence of threats (McGaughey, et ai., 1991) . We tend to equate risk with something done to us. Naturai disasters disrupt our power, our ability to produce, or our transportation capabiiity. Less obvious is the risk we create in our actions, such as the installation of a new computer-based system, distribution of our processing and data storage across a country or world, or, as in the case of the banking industry, the movement from batch processing to telecommunications intensive real-time online processing.
Risk, according to the dictionary, is "the possibility of loss or injury" and "the probabiiity of such ioss" (Merriam-Webster, 1989) . Risk includes threats, resources, modifying factors, and consequences (Crockford, 1980) . The components of risk are iilustrated in Figure 1 . Multiple forces exert infiuenee on the organization; threats are a broad range of forces capable of producing adverse consequences. Resources consist of the assets, people, or earnings potentially affected by threats. Modifying factors are the internal and external factors that influence the probabiiity of a threat becoming a reality or the severity of consequences when the threat does become a reality. Consequences are the ways a realized threat impacts the resources (Crockford, 1980) . An aiternative threat model inciudes sources, motives, acts, resuits, and losses (Parker 1981) . Here the concept of risk is included within the losses category. Similar lists have been proposed by others (Busch, 1978; Courtney, 1981; Fisher, 1984; Fitzgerald, 1978; Mair, et ai., 1978; Martin, 1973) . Contrasting these lists with our focus on threats resuits in the four-dimensionai modei for IS security, shown in Figure 2 . A list of 12 security threats based on this modei is shown in Figure 3 . The list is derived from the MIS literature and informai interviews with MIS faculty. Figure 2 , a threat can be internal to the organization as the result of employee action or failure of an organizational process, or from the external environment. The most obvious external threats to computer systems and the resident data are natural disasters: hurricanes, fires, fioods, and earthquakes. Wide use of telecommunications poses a threat of a different type-access to internal data from external sources by competitors and computer hackers. A recent, growing threat is the computer virus (Schweitzer, 1989) . First reported in the academic literature in 1987 (Davis and Gantenbein, 1987) , viruses have received considerable recent attention (Alexander, 1990a; Baskerville, 1991; Hoffer and Straub, 1989; National Research Council, 1991) .
Another dimension of the threat is that of the perpetrator; human versus non-human. For example, many of the threats listed in Figure 3 are the result of human actions. Other are the result of natural, or non-human, events. It can be argued as to whether a virus is the result of human action (its creator) or its own non-human performance. We choose the latter.
Next, actions of the perpetrator may be accidental or intentional, irrespective of the source. Competitors typically would be interested in information access, while hackers' mischievous behavior may cause the full range of consequences. Also, computer viruses and program problems are differentiated by their creators' intent. Computer viruses are defined as malicious software written to produce an undesirable effect to the system, user, or organization. Program problems are most commonly the result of oversights by the programmers/analysts. All four consequences in Figure 2 are potentially hazardous to the well-being of the organization.
Research Objective and i\/lethodoiogy
This research addressed two questions: (1) What are the threats to information systems and resident data? and (2) Which of these are the most serious threats? We first drew from the literature a list of threats^ and presented them to IS security executives and consultants. Modifications to the instrument were made based on the reviewers' comments.
' In creating the list of tiireats, we beiieved that their importance would vary by the three computer environments: microcomputer, mainframe computer, and network systems. We included this distinction because we have not seen it done in other studies. Some participants may have elected to not respond due to the sensitive nature of the subject, even though confidentiality was assured. Several respondents refused to respond to selected questions "for security reasons."
Sources Perpetrators
Respondents were asked to, "Rank the top three of the following (12) threats to the security of your organization's information system(s), for microcomputers, mainframes, and networks." As shown in Figure 3 , the first seven threats were of concern for microcomputer and mainframe computers only, whereas the last five threats
' Directory of Top Computer Executives, (September 1988)
East & West Edition, defines the top computer executive as "the person who provides overall planning and direction of all EDP activities" and has an annual DP budget responsibility of $250,000 or more. All companies were in the Fortune (April 1989) 1,000 list.
' This research was conducted in the spring of 1990, were also appropriate for networks. Respondents were allowed to disagree with this classification scheme and to consider all threats appropriate for all environments." Almost without exception, the respondents concurred with the proposed scheme. Respondents were asked to identify the top three threats in each environment.
We used three methods of anaiysis-weighted votes, the number of first place votes, and unit votes-to describe the overall meaning of including a threat in any of the three positions.Ô ur results are presented in each table.
Analysis
Demographics Table 2 shows the distribution of the responding organizations by size as measured by number of ' Space was provided to enter threats not listed, but there was no consistency in the few additions, ' Weigtited Votes are calculated by assigning three points for a first place rani<ing, two for a second, and one for third. These were then added for each threat by environment. employees.* The industries responding most were manufacturing (25 percent), financial services (14 percent), education and training (12 percent), and information services (10 percent). The size distribution is fairly even with fewer companies in the 501-1,000 employees category. One-half of the respondents has sales of $100 million or iess, and one-half has over $100 million.
Number of First Piace Votes
Data on DP budgets as a percent of sales/budget was also collected. Forty-seven percent of the organizations reported their DP budget in the 1 percent to 4.99 perecent range. Additionally, 74 respondents provided the size of the IS security budget as a percent of the DP budget. The average IS security budget represents 1.3 percent of the total IS budget and ranged from 0.1 percent to over 10 percent. Thus, the IS security budget often is to the DP budget as the DP budget is to saies.
Connectivity
As iliustrated in the movie War Games, connectivity increases the risk to a given computer, and to its network, beyond that present with a standalone machine. To see the relationship bsttveen connectivity and perception of threats, we asked the respondents to note their degree of connectedness (percentage of systems). As shown° Sales figures were also provided by profitoriented firms and budget figures were provided by not-for-profit organizations. Size of organization is not shown but compared directly with size by number of employees.
in Table 3 , the microcomputer environment of these organizations was internally connected about one-half of the time but externally connected less, with one in three machines having connectivity. Mainframes are connected internally or externally in two of three installations, connected in both environments one-half of the time, and in a stand-alone configuration in only one in five installations. Thus, most of the responding organizations were familiar with networked environments.
Threats

Overail Risk of Computer Disruption
We asked the participants to, "Piease evaluate your organization's overall risk of computer disruption." The overall mean was 3.7 on a scale of one (low risk) to seven (high risk); the standard deviation was 1.2. Respondents were then asked to evaluate their organization's risk of computer disruption by each architectural environment. Table 4 shows the means and standard deviations for the different environments. The network environment was further broken down by whether the organization used networks within their organization, networks connected to the outside world, or both. The microcomputer environment and the external network environment were seen to represent the greatest level of risk. While security experts warn that the greatest threats come from inside the organization (Collins, 1988; Mylott, 1985) , the respondents indicated that they
Environment
Microcomputer Mainframe Respondents consistently saw themselves to be at greater risk in the microcomputer environment than in the mainframe environment. Fifty-six percent of the respondents viewed their organization's risk of computer disruption in the microcomputer environment to be moderate/high to high risk (5 to 7 on a seven-point scale). In contrast, 62 percent perceived their organization's risk of computer disruption in the mainframe environment to be low risk (1 to 3 on a seven-point scale) across all types of connectivity. The sensitivity within the microcomputer environment may be in part explained by its recency in comparison to the mainframe environment. Administrative procedures and physical control mechanisms for mainframes are well-understood and in force in most organizations. For microcomputers and related peripherals, however, such controls may be weak or easily ignored.
Our respondents generally believed that external networks represented the greatest risk. Nevertheless, they exhibit a low level of concern. The point of entry to external networks is usual- 1.2 1.7 1.5 1.5 1.6 ly the mainframe system, systems they believe to be relatively secure. In one organization for instance, all communications come into the organization by the mainframe with security password access and caii-back modem. This respondent saw little cause for concern.
Respondents admitted that there must be more consistent enforcement of what measures and policies are in place in organizations. They evaluated management's commitment to enforcing IS security policies as moderate (mean = 4.4, std. dev. = 1.7; 1=iow commitment, 7 = high commitment). In turn, they believed their current IS policies to be moderately good (mean = 4.6, std. dev. = 1.4; 1 =very poor, 7 = exceptionally good).
Ranking Tiireats Across Environments
Respondents were asked to, "Rank the top three of the following (12) threats to the security of your organization's information system(s), for microcomputers, mainframes, and networks." The results across methods of analysis shown in Tabie 5 were highly consistent for the leading threats. Natural disasters and employee accidental actions ranked among the top three threats by all three methods. Using the weighted vote method, natural disasters received 19.8 percent of the possible votes.^ Natural disasters was displaced in first place by accidental entry of bad data by employee and accidental destruction of data by employee under the first place and unit vote methods respectively. Tables 5 and 6 show which threats are internal in source and which are external. 
Note:
The 131 organizations could cast a maximum of 262 votes for the seven threats listed for microcomputer and mainframe computers-only environments (identified in Table 5 with a +) and a maximum of 393 votes for the five threats in all three environments (identified in Table 5 with an *). By considering the organizations that indicated an awareness of the threat, as a percent of the possible number that could show an interest, a relative standing is achieved.
be human or non-human. External threats received 37.0 percent of the weighted votes and the internal threats received 62.4 percent of the weighted votes, giving internal threats almost a 2 to 1 value over external. These results confirm experts' ciaims (Collins, 1988 ) that the greatest threats come from inside the organization.
Ranking of Threats by Environment
Of particuiar interest were the susceptibility to threats within each of the three computer environments and the importance of each threat within the various environments. We first asked the participants to, "Please distribute 100 points across these three environments to show the seriousness of threats."^ Table 7 shows the relative risk to all threats by environment, by spreading 100 points. The network environment was noted to be, on average, the least risky environment (with 23.9 of 100 points); however.
' The use of the point-spread method, the distribution of a iimited amount of points over a fieid of choices, is referred to as an ipsative approach, "in which each vaiue is measured at the expense of the others" (Hicl<s, 1970) . The ipsative approach computes reiative scores whereas the weighted method determines a piacement vote. Table 8 shows the weighted vote resuits by threat for each environment.
Microcomputer Environment. Four of the five threats leading the list for microcomputers were the same as the leading threats across environments (see Table 5 ). The ordering, however, differs. Many respondents seemed to believe that data run the same risk of accidental entry and destruction on microcomputers as it does for larger computers. Administrative procedures ranked third and fourth, suggesting that the relatively recent proliferation of microcomputer technology and resulting organizational responsibilities have not been satisfactorily addressed. The concern for computer viruses in a micro- computer-only environment (#6) was not as great as was expected.M ainframe Computer Environment. The top three threats to mainframe computers were the same as for microcomputers, though the threat of natural disasters appears to be of greater concern for the mainframe environment than for microcomputers. The higher ranking of natural disasters and the introduction of the threat of unauthorized access by employees may reflect the growing trend to use mainframes as large data repositories for critical data and expanded access capability.
Network Environment. The threat of natural disasters tops the list for networks, with access to system by hackers ranking second. The threat of hackers ranked significantly lower in the microcomputer (#10) and mainframe (#8) environments. Respondents saw little threat from their employees or competitors. Intentional acts by employees (ranging from 1.6 percent to 5.5 percent of total weighted votes) or competitors conducting industrial espionage (ranging from 0.9 percent to 4.3 percent of total weighted votes) are viewed as small threats.
' It was the concern tor computer viruses in a networked microcomputer environment that raised this threat to fifth piace across environments. The threat of natural disasters has existed since the introduction of computer information systems, but consequences continue to increase as organizations become more dependent upon the reliable, real-time functioning of their systems and ready access to large databases. A fire that knocked out an electrical substation in lower Manhattan on August 14, 1990, publicly illustrated the financial service industry's vulnerability to natural disasters interrupting telecommunications-intensive systems.
Computer viruses
We were particularly interested in how managers viewed computer viruses relative to other threats. Viruses were ranked as the #4 threat in the network environment and #6 threat in the microcomputer environment. For mainframes, however, viruses were not viewed as an important threat. As one respondent noted, "Viruses are mostly a concern for microcomputer users."
We asked respondents three questions about computer viruses. First, "Has your organization had any verified incidents of computer disruption due to the intrusion of computer viruses or worms?" Twenty-two percent of the respondents reported verified incidents of a computer virus. Not surprisingly, larger companies were more likely to report an incidence. Three industries, education and training, information services, and manufacturing, represented 68 percent of all reported incidents. Education and training led by a significant margin, with 60 percent reporting a verified incident. Thirty-four percent of the IS firms and 19 percent of the manufacturing firms reported verified virus incidents.
Second, "Please evaluate [on a seven-point scale with 1 = very low and 7 = very high] your organization's risk of computer disruption on your information system due to the intrusion of computer viruses, worms, etc." Seventy-four percent of the respondents replied with a value of three or less; the average response was 2.7. In contrast, they view other organizations' risk to be significantly greater (mean = 4.3). Organizations that had experienced a virus attack saw the threat as greater than those that had not.^o Nonetheless, in both cases their view of risk was still relatively low.
Third, "The issue of computer viruses is not a major concern in my organization [a seven-point scale with 1 = strongly disagree, 4 = neutral, and 7 = strongly agree]," Overall, the respondents were indifferent about viruses; the median and mean values were 4 and 4.2 respectively. Eighteen percent of the respondents neither agreed nor disagreed with this statement, selecting a value of 4. Those organizations that had not experienced a virus incident more strongly disagreed with this statement, indicating a slightly greater concern for computer viruses. In contrast, organizations who reported an incident were evenly divided between moderate and no/low concern. It may be that those who had experienced a virus now felt more comfortable because (1) they had been through the experience, and (2) believed they had addressed their weaknesses in security. Not only do they believe that they are at low risk (mean = 2.68), they also believe that other organizations' risk of computer disruption due to computer viruses (mean = 4.32) is significantly greater than their own (p = .00001).
Prevention of Computer Viruses
We then focused on the prevention of computer viruses, asking respondents to rank possible actions designed to prevent infection by computer viruses, worms, etc. Table 9 , a list drawn from the MIS literature, shows that passwords, regular backups, and employee education are by far believed to be the most effective preventive measures for viruses. Less than 2 percent of the° A T-test of these data showed significant differences (p = 0.02); mean for no incident = 2.47; mean for incident = 3.42.
responding organizations conducted ethics training.
Sanctions for Computer Viruses
It has been estimated (Alexander, 1990a ) that businesses report only about 6 percent of criminal acts aimed at their computer systems for fear that the publicity will hurt business or attract copycat crooks. Despite our guarantee of anonymity and confidentiality, several respondents refused to answer specific questions "for security reasons"; others questioned our promise of anonymity. Twenty-two percent of the respondents reported a verified computer virus incident; 50 percent of those could identify the source of the virus. Only four companies reported taking action against the responsible party. One company took legal action, two companies reprimanded the party, and one took multiple measures: legal, reprimand, and dismissal.
Penalties and laws
To determine the respondents' view of the severity of disruptive actions, we asked about the desirable level of penalties for unauthorized access, the destruction of data through direct manipulation, and the destruction of data by a virus. The penalties ranged from a warning (1), to a misdemeanor (4), to a felony charge (7) on a one-to-seven-point scale. The respondents did differentiate between the seriousness of the actions. Only 55 percent were willing to invoke harsh penalties (6 or 7) for unauthorized access, whereas 86.5 percent believed destruction of data whether by manipulation or by a computer virus warranted harsh penalties. In general, unauthorized access is viewed as less serious than the overt, malicious actions of data manipulation and computer viruses.
Respondents were also asked if there was a need for federal and state computer security laws. Their responses were significantly correlated with penalties for all three actions described above. The respondents generally felt that federal computer security laws were more necessary than computer laws at the state level. are currently considering such legislation (Alexander, 1990b) . Only those respondents who had not experienced a computer virus felt there was no need for federal computer security laws.
Summary and Conclusions
Modern organizations increasingly will rely on telecommunications to extend their traditional systems' boundaries to share information and other resources. Placing systems and data in remote locations and accessing them via telecommunications can define business, competition, and security. Organizations are so dependent on computer-based and telecommunications-intensive information systems that they may not survive a significant disruption of either capability. This research captures the views of MIS management about threats to information systems and data security. Some readers will find many results to be predictable: natural disasters remain a force with which to contend; employees and internal organizational procedures are a greater threat than competitors; and the microcomputer environment is not as secure as the mainframe computer. Other readers may share our surprise by attitudes concerning the newest threat, the computer virus. In brief, these respondents believe themselves to be at low risk from viruses, whether they were in the 22 percent of the sample that experienced one or not, and, simultaneously, believe other organizations are at greater risk than themselves.
The respondents are deeply involved with telecommunications (Table 3 ), yet they don't seem to connect conceptually the level of connectivity (increased number of points of entry into the system) and level of risk (Table 4) . While they did differentiate between stand-alone and connected environments, they viewed their internal networks to be relatively secure (Table 4) . Strong evidence supporting that the greatest risk is for employees within the organization (Table  5) suggests that this perception is naive. Furthermore, although they acknowledged the potential risk for external networks, respondents perceived themselves to be at low risk (Table 4) . Their low level of concern can be explained by several factors. First, most of their external networks involved mainframe systems, which they believed were secure." Second, informal comments sug-" Some managers may be lured into complacency by the existence of security groups within their organizations. Such an office permits the rest of the organization to abrogate their responsibility for security.
gest that they believe the mainframe environment to be impervious to the threat of computer viruses. This perception also indicates a lack of awareness on their part; mainframe viruses have been documented (Price Waterhouse, 1989; Virus List Digest, 1989; 1990) .
Although the respondents were all senior MIS managers, they were not familiar with state and federal laws concerning computer crimes. They did have strong opinions as to appropriate penalties for unauthorized access and destruction of data by direct manipulation and use of computer viruses. While some responses were contradictory to their experiences, these managers saw disruption of systems and destruction of data as serious actions warranting serious punishment. Although they were generally cavalier about viruses, they strongly supported the need for laws against destroying data with a computer virus. Ironically, many firms appeared hesitant to apply punishment in practice.
Our findings reveal ironies of computer security. Our respondents seemed well aware of the threats but viewed their risk to be moderately low.^^ They also believed that their employees and competitors operate in good faith; intentional actions were consistently ranked as the least likely threats. Furthermore, they viewed their neighbor to be at greater risk than they were, exhibiting a rather naive belief that bad things only happen to other people.
The growth of connectivity and dispersion of technology within or between organizations will continue. Our results suggest that management needs to (1) become more informed of the potential for security breaches in the mainframe environment and via employees' and competitors' actions; (2) increase their awareness in key areas, such as penalties and laws; and (3) recognize that their overall level of concern for security may underestimate the potential risk inherent in the highly connected environment in which they operate.
